How We Protect You…
American First Na onal Bank is commi ed to helping
secure your personal informa on. Here are a few ps
that we hope will help you protect yourself.

How we iden fy you:
Unique Username and Password
When you sign up for online banking, we ask you to create
a username and password to access your accounts. This
informa on is encrypted during sign on.
To create a strong username and password consider
using a unique phrase with a mix of le ers and numbers that you only use for AFNB accounts. Avoid using
any part of your email address or informa on shared
on social media, like the name of your pet, favorite
movie, or anything else that someone could easily
guess. We recommend your username and password
only be used for your AFNB account. For a stronger
password, pick a phrase with a mix of le ers and numbers. The longer your password, the harder it is to
crack.

How We Protect You…
How we protect your data:
24/7 Fraud Monitoring
We are helping to keep your money safe by monitoring
your account and aler ng you to certain account ac vity
we find suspicious. If your banking behavior diﬀers from
your usual ac vity, we may restrict account access or prevent certain types of transac ons. Further proof of iden ty may be required before we restore online access.
Encryp on & Browser Requirements
All online and mobile banking sessions are encrypted to
help protect your accounts. In addi on, American First
Na onal Bank only supports browsers that adhere to our
encryp on standards. We may block outdated browsers
that could lead to a security risk, so be sure to keep your
browsers up to date.
Automa c Sign Oﬀ
AFNB will automa cally sign you oﬀ from your online or
mobile banking session a er a period of inac vity. This reduces the risk of others accessing your informa on from
your una ended computer or mobile device. For your security, always sign oﬀ a er comple ng your banking
ac vi es.

Mobile Banking

.

What we do to protect mobile banking:

Mobile Banking
What you can do to
protect from mobile banking fraud:

Cybersecurity
More and more people are conduc ng their banking business
online and on their mobile devices, making cybercrime an increasingly larger threat. For American First Na onal Bank, cybersecurity
is a top priority.
Even though cybercrime is a growing issue, there is a lot that you
can do to protect yourself.

YOU ARE THE GREATEST DEFENSE AGAINST
CYBER THREATS
—————————————————————————————-

Phishing:
Phishing (pronounced “fishing”) is a type of cybercrime that uses
email to target an unsuspec ng individual. Usually to a empt to
gain personal informa on to be later used in an account compromise.
Indicators of a Phishing email:
1. Email may contain a misspelling in a name or email address so
as to appear to come from someone you know.
2. Email may be sent from an unknown address .
3. Email may contain false account informa on.
4. Email may contain unknown hyperlinks.
A good prac ce is to not click on any links in a suspicious email.
And never enter any personal informa on when prompted.

Cybersecurity
SMishing:

